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OCHOBHbIe XapaKTepUucTuku

Bbicokasi Nnpou3BoAUTENLHOCTL

lvrabutHele noptel SFP u 10-rurabutHele uplink-nopTel
SFP+ obecneunBaloT coeMHEHNE C BbICOKOM MPOMYCKHOM
CNOCOBHOCTLIO ANS KNUEHTOB, CEPBEPOB W HAKOMUTENEW.

KomnnekcHas 3awmra

COBOKyNHOCTb  annapaTtHbiX M MNPOrpaMMHbIX CPEACTB
obecrneurBaeT KOMMMIEKCHYHO 3aLLUTY CETU OT PU3NHECKOTO
BO3MEVCTBMS 1 CKPbITLIX aTak.

OTKa30ycTOM4YNBOCTb

B crek MOXHO 06beauHWTb A0 9 YCTPOMCTB, CO3aaB
edVHbIi  BUPTYyanbHbIA  KOMMyTaTop, 4YTOo obecneuut
BbICOKYO 0TKa30yCTONYMBOCTb n HaOeXHOCTb
MNOAKIMOYEHUS.

DGS-3630-28SC

YnpaBnsieMbl cTekKupyembin kKommyTatop 3 ypoBHA ¢ 20 noptamu 1000Base-X SFP, 4
komb60-noptamu 100/1000Base-T/SFP n 4 noptamu 10GBase-X SFP+

XapakTepucTuku

UHTepdenchl

e 20 noptoB 1000Base-X SFP

e 4 xombo-nopta 10/100/1000Base-T/SFP
e 4 nopta 10GBase-X SFP+

HapgexHocTb

e Bo3MoXxHOCTb NuTaHus oT RPS

802.1D STP, 802.1w RSTP un 802.1s MSTP
Loopback Detection

Ethernet Ring Protection Switching (ERPS)
Mopaepxka 3awnThl OT CTATU4ECKOro
anekTpuyecTsa Ao 6 kB Ha megHbIX nopTax

CTekuMpoBaHM1e C BbICOKOW NPONYyCKHON

CNOCOBHOCTLIO

e Bo03MOXHOCTb 06beANHEHUS B CTEK A0 9 YCTPOWCTB
(432 rurabuTtHbix nopTa)

e YaaneHHoe CTeKMpoBaHWe C UCMONb30BaHNEM
ONTOBOSIOKOHHOTO kKabens

e [lonoca nponyckaHus npu Gusnyeckom
creknpoBaHum o 80 Mbut/c Ha cTek

OAM
e |EEE 802.3ah Ethernet Link OAM
e |EEE 802.1ag/ITU-T Y.1731 OAM

MpocToTa ynpaBnexHus

o KoHconbHble nopThl ¢ padbemamu RJ-45 n Mini-USB
MopT ynpaBneHuns v curHanbHbIN NOpT
Web-uHTepdelic ynpaBneHus

WHTepderic komanaHow ctpokm (CLI)

dyHkuma Switch Resource Management (SRM) ans
rMbkoro ynpasneHns pecypcamv cUcTembl

YnpaBnsembli  CTEKMpyeMbli  KOMMyTatop  TpeTbero ypoBHa DGS-3630-28SC
npegHasHayeH Ansa ceTen KpynHbIX NpeanpuaTuiA, Manoro n cpegHero busHeca, a Takke
Ana  vHTepHeT-npoBangepoB. OH obecneuvBaeT BbICOKYIO MNPOM3BOAUTENBHOCTD,
rMBKOCTb ynpaBrieHusi, 0TKa30yCTOMYMBOCTb U paclumpeHHble dyHkuum MO. KommyTtatop
ocHauweH 20 noptammu 1000Base-X SFP, 4 komb6o-noptamu 100/1000Base-T/SFP, 4
noptammn 10GBase-X SFP+, noggepxvBaeT ¢yHKUMM 6e30nacHOCTU U paclUMpeHHble
HacTponku Quality of Service (QoS) ansi onTumanbHol paboTbl Ha YpoBHE s4pa,
pacnpepgeneHus unu goctyna. Belcokasi NIOTHOCTb NOPTOB, BO3MOXHOCTb CTEKMPOBaHUS
M MpOCTOe ynpaBrieHWe MNo3BONsOT wucnonb3oBatb DGS-3630-28SC  ans  pelueHus
pasnuuHbIX 3ajad. 3awmrta OT CcTaTMyeckoro anekTpudectBa 6 kB obecneuvBaer
YCTOMYMBOCTb MEAHbIX MOPTOB K HaBEAEHHOMY HanpshkeHuio W npepoTBpaliaet
noBpexaeHne KOMMyTaTopa U NOAKMIOYEHHBIX K HEMY YCTPOMCTB.

MporpammHoe ob6ecneyeHue Standard Image (Sl)

KommyTaTtopbl cepum DGS-3630 c nporpamMmHbiM obecnedeHnem Sl nogpaepxusaloT
OCHOBHblEe (PYHKLUMM ANS NOCTPOEHWS ceTel NpeanpuaTuiA Manoro u cpegHero busHeca
(SME/SMB), Bknto4ast KOMMYTaLMIO 2 YPOBHSI, CTaTUYECKYH0 MapLLPYTU3aLIMIO 1 NPOTOKON
RIP, MHoroagpecHyto pacchinky 2 ypoBHS, paclumpeHHble HacTpomnku Quality of Service
(QoS), OAM u pasnunyHble dyHKLMM Be3onacHoOCTy.

MporpammHoe o6ecneyeHne Enhanced Image (El)!

KommyTatopel cepun DGS-3630 ¢ nporpammHbiM  obecnedeHnem EI,  momumo
dyHkumoHana Sl, nopaepxwusatoT npoTtokonbl OSPF, BGP, dyHkumio VRF-Lite wn
MapLUpPyTM3aLMI0 MHOTOaAPECHbIX NaKeToB.

MporpammHoe obecneyeHue MPLS Image (Ml)?

KommyTatopbl cepun DGS-3630 c nporpammHbiM  obecneveHnem MI, nomumo
dyHkumoHana S| un El, nogaepxwuBatT ocHoBHble VPN-cepBuchl, Heobxoaumble Ansi
achdekTnBHOM paboTbl MHTEpPHET-NpoBaaepos, Bkmovas 1S-IS u MPLS L2/L3 VPN.
Bnarogapsi mexaHuamy MPLS nepegmava notoka Tpaduka no ceTu HesaBucuma OT
NPOTOKOJIOB YyNpaBreHusl, UCNonb3yeMblx Ans npoknagku TyHHens MPLS (PPTP, L2TP,
PPPoE u T. a.). Ucnonb3oBaHne MPLS pgaeT BO3MOXHOCTb OMTMMW3MPOBATb MOTOKU
Tpaduka 1 MaHnynupoBaTb Tpadukom.
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DGS-3630-28SC

YnpaBnsieMbi cTeKupyembin KoMmyTaTop 3 ypoBHS ¢ 20 nopTamu

1000Base-X SFP, 4 kom60-noptamu 100/1000Base-T/SFP n 4 noptamu

,u,OCTyHHOCTb M rubKocTb nogknrw4veHuda

KommyTatop DGS-3630-28SC nogaepxvseaer TEXHOMOruno
CTEKMPOBAHMSA®, MO3BOMSAIOLLYI0 CO34aBaTb €AUHbLIN (DU3NYECKUA Unn
BMPTYasbHbIA CTEK NPUM OOBbEAVMHEHWM HECKOMbKUX YCTPOWCTB, YTO
obecneuvBaeT MacwTabupyemoctb cetu. [py 3Tom ynpollaeTcs
yrnpaBneHve, TaK Kak BCe KOMMyTaTopbl B CTEKe JIOrM4ecku
npeacTaBnsaT cobovi eaMHoe YCTPOWCTBO M yNpaBnsioTCA Yepe3 OAMH
IP-agpec. MoxHO 0OGbeanHUTL 40 9 KOMMYTaTOPOB M MOMYYUTb, Takum
obpasom, go 432 noptoB Gigabit Ethernet. ®yHkumsa Switch Resource
Management (SRM) no3BonseT onNTMMM3UpPOBaTb pacnpegerneHne
pecypcoB KOMMyTaTopa Afs peELUeHMs pasnunyHbIX CeTeBbix 3agjady. B
3aBuCUMOCTM OT Bblbopa annapartHoro pexuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pa3mep OCHOBHbIX Tabnwuy
BTOPOrO U TPETLErO YPOBHEN ANl MAaKCUMarbHON MPOM3BOAUTENBHOCTH
KOMMyTaTopa.

OTKa3o0yCcTOMYMBOCTb

KommyTatop DGS-3630-28SC nogaepxusaeT NnpoTokonbl Spanning Tree
(STP): 802.1D, 802.1w wn 802.1s. [llpotokonbl STP no3sonsoT
OpraHv3oBaThb Pe3epBHbIi MapLUPYT NepeAayn AaHHbIX, UCNOMNb3yeMbIi B
crnyyae BO3HWKHOBEHMS HewcnpasBHocTen B cetu. Kpome Toro, DGS-
3630-28SC noppepxuBaeT TexHororun Ethernet Ring Protection
Switching (ERPS) n FlexLink. ERPS obecneunBaeT MMHMManbHOE BpeMs
BOCCTaHOBNeHUs paboTbl konbua nocrne cbosa. FlexLink nossonser
NOBLICUTL OTKa30YCTOWYMBOCTb COEAMHEHUS Ha YKasaHHbIX MopTax
koMMyTaTopa, obecneuvBas pesepBrnpoBaHue KaHanos 6e3 NpuMeHeHNs
STP un pyHkumm Loopback Detection.

Be3onacHOCTb U NPOM3BOAUTESILHOCTb

KommyTaTop DGS-3630-28SC npegocTaBnsieT LUMPOKUIA Habop dyHKLMIA
6e3onacHOCTW, BKIOYaA MHOroypoBHeBble cnuncku goctyna (ACL) wu
ayTeHTudukaumo nonbsosartenen (802.1X) yepes TACACS+ n RADIUS.
[na nosbllieHNs NPOM3BOAUTENBHOCTU U Ge30macHOCTU KoMMyTaTop
DGS-3630-28SC obecneunBaet nogaepxky VLAN, Bkroyass npoTokon
GVRP u crangapt 802.1Q. Ona ctabunbHOM paboTbl TakMX CETEBbIX
cepsucoB, kak VoIP, a Tawkke npoBedeHuss BUAEOKOHdEpeHUUn
KOMMyTaToOp MoAAepXuBaeT LUMPOKM Habop dyHKumin QoS, koTopble
rapaHTUpyOT, YTO KPUTUYHbIE K 3aAepXkkam ceTeBble cepBuchl ByayT
obcnyxmBaTbCs B NPUOPUTETHOM pexume. [ns 3awmtsbl KOMMyTaTopa oT
BpedoHocHoro Tpadgmka B DGS-3630-28SC peanusoBaHa cyHkumsa D-
Link Safeguard Engine.

10GBase-X SFP+

FMbkocTb ynpaBneHus

Ynpasnexnne kommyTtatopom DGS-3630-28SC MOXeT oCyleCcTBAATLCS
npu nomoLun mHTepdenca komaHgHon ctpoku (CLI), Web-nHTepderica,
npotokona SNMP. [Ons nepBoHayanbHOW HACTPOWKM UCMOMNb3yeTcs
ymunuta D-Link Network Assistant. Hannune koHconbHoro noprta c
nHTepdericom Mini-USB penaet npouecc HacTpoiku Gornee yaoGHbIM,
NMoCKOnbKy AN MOAKIMIOYEHUS KOHCONMW He TpebyeTcs AOMOMHUTENbHbIN
nepexogHuK. Takke AOCTYMHA BO3MOXHOCTb YNpaBneHUs KOMMyTaTtopom
yepes HesaBUCKMMbIA BblgeneHHein nopt Out-of-band. Hanuuve USB-
nopta MO3BOMNSET COXPaHATb CUCTEMHbIE XXypHarnbl, KOHUrypauum u
obpasbl MO Ha BHewHue USB-Hocutenu. Mopaepxka dyHkumn DHCP
Auto-configuration n Auto-image faeT BO3MOXHOCTb 3arpyxaTb paHee
CO3[aHHYH KOHUrypaLmio Ha HECKOIIbKO KOMMYTaTopOB aBTOMaTUYECKH.
Kpome Toro, DGS-3630-28SC noppepxuveaeT npotokon OpenFlow 1.3,
4YTO MO3BOMSET YNpaBfsTb KOMMyTaTopamu C MOMOLLbI KOHTpoOnnepa
OpenFlow*,

TexHonorusa Green

DGS-3630-28SC nopaepxueaetr TexHonornto D-Link Green, koTtopasi
NO3BOSSAET UCMONb30BATb PEXUM COXPAHEHMUS SHeprun n dyHkumuo Smart
Fan®, cHM3UTb TennoBsblOeneHve, a Takke aBTOMAaTMYECKW yMeHbLUaTb
3HepronoTpebneHne B 3aBUCUMOCTM OT AfMHbI  kabensi.  ®yHKuus
aHeprocbepexeHns obecrneynBaeT aBToOMaTU4ECKOe OTKITIOYEHNE NUTaHWS
HeaKTMBHbIX NMOPTOB U MHAMKATOPOB. PyHKUMs Smart Fan obecneyvsaet
aBTOMaTUYECKOE pEerynMpoBaHWe CKOPOCTM  BpalleHUs BCTPOEHHbIX
BEHTUNATOPOB B 3aBUCMMOCTW OT TemMnepaTtypbl, YTO TaKXe MNo3BOondeT
9KOHOMWTb 3MEKTPOIHEPIUIO U CHU3UTL YPOBEHL LUYMa.
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1000Base-X SFP, 4 kom6o-noptamu 100/1000Base-T/SFP n 4 noptamu
10GBase-X SFP+

TexHUn4Yeckne xapakTepucTuKu
AnnapaTHoe obecneyeHne

Mpoueccop * BCM56342 (1 Twu)
OnepaTnBHas namsaTb *17b

Flash-namatb *1Tb

WHTepdelichb * 20 noptoB 1000Base-X SFP

4 xom6o-nopta 10/100/1000Base-T/SFP

4 nopta 10GBase-X SFP+

KoHconbHbIV nopT ¢ pasbemom RJ-45

KoHconbHbIn nopT Mini-USB

MopT ynpaenexusa 10/100/1000Base-T ¢ pasbemom RJ-45 (Out-of-band)
CurHanbHbI NopT ¢ pasbemom RJ-45

* Mopt USB 2.0 Tvin A
Mugukatopsl * Power * USB
* Link/Activity/Speed (Ha nopT) * RPS
* Console * Fan Error
* MGMT * Stack ID

Pasbem nutaHus Pasbem ansa nogknoveHust nutanns (nepemMeHHbIN TOK)

Pasbem ans noaknoyeHns pe3epBHOro MCTOYHMKa nuTaHus®

DyHKUMOHAN ... ... .
CrangapTbl U yHKLUK * |EEE 802.3 10Base-T

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

IEEE 802.3ae 10GBase-X

YnpasneHue notokoM IEEE 802.3x B pexvme nonHoro gynnekca

ABTOMaTuueckoe onpegenexHve MDI/MDIX

npOVISBOD,I/ITeJ'IbHOCTb
KommyTauuoHHas

maTpuua

MeTon KoMMmyTaLmu

128 I'out/c

Store-and-forward

Makc. ckopocTb * 95,24 Mpps
nepeHanpasneHus 64-

DOaviTHbIX NaKeToB

Pasmep Tabnuubl MAC- * 68K 3anucen’

afpecoB

Pasmep Tabnuupl
MapLupyTu3auum IPv4
Pa3mep Tabnuupl
MapLpyTusaumm IPve
Pa3mep Tabnuupl
kommyTauuu L3 IPv4
Pasmep Tabnuupl
KommyTauum L3 IPv6
Bydep nakeTtoB * 4 MB

16K 3anucen

7K 3anucen

32K 3anucen’

16K 3anucen’

Jumbo-dperim * 12 Kb
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YnpaBnsembin cTekKupyembin KOMmyTaTop 3 ypoBHS ¢ 20 nopTamu
1000Base-X SFP, 4 kom6o-noptamu 100/1000Base-T/SFP n 4 noptamu

10GBase-X SFP+

lMporpammHoe obecneveHune Standard Image (Sl)

CreknpoBaHue

* du3nyeckoe CTeknpoBaHmne
- Monoca nponyckaxusi: go 80 6ut/c
- [o 9 ycTpolicTB B CcTeke
- KonbueBas/nuHenHas Tonornorus

BupTyanbHoe ctekmpoBaHmne

- D-Link Single IP Management

- [o 32 ycTpoWcTB B BUPTyasnibHOM CTeke
- Monoca nponyckanus: go 20 'éut/c

DYHKUMMN 2 YPOBHSA

Tabnuua MAC-agpecos: fo 68K 3anucei’
YnpasneHne noTokom

- 802.3x B pexume NOMHOro Aynnekca

- NpepoTBpalyeHme bGnoknposok HOL
Spanning Tree Protocol

-802.1D STP

- 802.1w RSTP

-802.1s MSTP

- Root Guard

- Loop Guard

Link Aggregation

- 802.1AX

- 802.3ad

- Makc. 32 rpynnbl Ha yCTpoWCTBO/8 MOPTOB Ha rpynny

ERPS (Ethernet Ring Protection Switching) version 2
3epkanupoBaHue nopToB

- One-to-One

- Many-to-One

- Moapepxka 3epkanMposaHusa Ans sxogsiuero/
ucxopsiliero/Tpacuka B 060Mx HanpaBneHnsix

- Moppepxka 4 rpynn 3epkanvpoBaHus
3epkanupoBaHue NoToKOB

- MNoppepkka 3epkannpoBaHus Ans BXOAsALEro Tpadvka
3epkanupoBaHue VLAN

RSPAN

L2 Protocol Tunneling (L2PT)

Multi-Chassis Link Aggregation Group (MLAG)*

VLAN * 802.1Q * pynnbl VLAN
* 802.1v VLAN Ha ocHOBe NpOTOKONOB - Makc. 4K VLAN-rpynn
* Double VLAN (Q-in-Q) - Makc. VID: 4094
- Q-in-Q Ha ocHoBe nopToB * ISM VLAN ans IPv4/IPv6 (Multicast VLAN)
- Selective Q-in-Q * Voice VLAN
* VLAN Ha ocHoBe nopToB * Auto Surveillance VLAN
* VLAN Ha ocHoBe MAC-agpecos * VLAN Trunking
* VLAN Ha ocHoBe noaceten * GVRP: go 4K gnHamuyeckux VLAN-rpynn
* Private VLAN * Asymmetric VLAN
MHoroagpecHas * MLD Snooping * IGMP Snooping

pacchinka 2 ypoBHs

- MLD v1/v2

- Nopaepska 0o 4K rpynn’

- MLD Snooping Fast Leave Ha ocHOBe y3na

- MNoppepxka 64 ctaTMyecknx MHOroaapecHbIX rpynmn
- MLD Snooping Querier

- MLD Snooping Ha VLAN

- MLD Proxy Reporting

- IGMP v1iv2/v3

- NMopnepska 0o 8K rpynn’

- Moppepxka 64 cTaTyecknx MHOroaapecHbIX rpynn
- IGMP Snooping Ha VLAN

- IGMP Snooping Querier

- IGMP Snooping Fast Leave Ha ocHoBe y3na

PIM Snooping

DyHKUMKN 3 YPOBHSA

IPv4 ARP/IPv6 ND: nogaepxka o 32K/16K’
- 512 craTtnyeckux 3anucen ARP

Gratuitous ARP

WHTepdetlic IP

- Noppepxka 256 nHTepderncos
MHTepderic Loopback

Proxy ARP

- Nopnepxka Local ARP Proxy

TyHHenuposaHue |IPv6
- Cratnyeckoe

- ISATAP

- GRE

- 6to4

VRRP v2/v3

IP Helper

MapuwpyTtusaums 3
YPOBHS

Mopaepxka 16K annapaTHbIX 3anucen MapLupyTusauum no
IPv4/IPv6

- 1 3anuck Ha Kaxabii mappyT IPv4

- 2 3anucu Ha Kaxabli MapLupyT IPv6

Moppepxka go 32K annapaTHbIX 3anvcert kommyTaumm L3
no IPv4/IPv6’

- 1 3anucb Ha kaxabln mapLupyT IPv4

- 2 3anucu Ha kaxabln mapLupyT IPv6

CraTtundeckas MapLupyTU3aums

- Makc. kon-so 3anucew IPv4: 512

- Makc. kon-Bo 3anuvcew IPv6: 256

MapupyT IPv4/IPv6 no ymonuyaHuto
PBR (Policy-based Route)

Null Route

Route Preference

Route Redistribution

Graceful Restart (GR) Helper

BFD (Bidirectional Forwarding Detection)
- Ctatnyeckas mappytusauus IPv4/ve
-RIP

- VRRP

RIP vi/iv2/ng

MHoroagpecHas
paccbinka 3 ypoBHs

dunbTpauust IGMP/MLD
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KayecTBO 0oGCnyxvBaHua | *

(Qos)

802.1p

8 ouepepen Ha nopT

O6paboTka o4epenen

- Strict Priority (SP)

- Weighted Round Robin (WRR)

- Strict + WRR

- Weighted Deficit Round Robin (WDRR)

KoHTponb neperpysku

- Weighted Random Early Detection (WRED)
802.1Qbb Priority-based Flow Control (PFC) ans nopta
10GBase-X

YnpasneHue nonocow nponyckaHus

- Ha ocHoBe nopta (Bxoasiiee/ncxogsiiee, C MUH.
3HaveHvem 8 Kéut/c)

- Ha ocHoBe noToka (BxoasLuee/ncxoasiuee, ¢ MUH.
3HayeHuem 8 Kout/c)

- YnpaBneHune nonocow nponyckaHusi no ovepeau (C MyH.
3HaveHveMm 8 Kéut/c)

Mopaepxka cnegyowmx 4eNcTBUiA Ans NOTOKOB

- MeTka npuoputeta 802.1p

- MeTka npeanouteHus IP/DSCP

- QoS Ha ocHoBe BpeMeHU

* CoS Ha ocHosBe:

- MNopTa kommyTaTopa

- Ouepepnen npyoputetoB 802.1p
- BHyTpeHHero/BHewwHero VID
- MAC-agpeca

- EtherType

- IP-agpeca

- ToS

- IP Precedence

- DSCP

- Tuna npoTokona

- NopTta TCP/UDP

- Knacca IPv6-Tpadmka

- MeTku notoka IPv6

Tpw LBETa MapKUPOBKM
-trTCM

-SITCM

Cnucku ynpasneHus .
pocrtynom (ACL)

ACL Ha ocHoBe:

- MNpwvoputeTta 802.1p
-VID

- MAC-agpeca

- Ether Type

-LLC

- VLAN

- IP-agpeca

-ToS

- IP Precedence

- Mackn DSCP

- Tuna npoTokona

- Homepa TCP/UDP-nopTa

- Knacca IPv6-Tpaduka

- MeTkn notoka IPv6

Makc. kon-Bo 3anucen ACL:

- Bxogsawmx (annapatHbix): 4K
- Vexopswmx (annapatHbix): 1K
- Kapta goctyna VLAN: 3K

* ACL no pacnucaHuio

TexHonorust Green

OKOHOMUSI ANEKTPOIHEPTUN 38 CHET:
- OnpegeneHus ctatyca coeMHeHNs
- OnpegeneHust AnvHebl kabensi

- BbikntoueHust nHgnkaTopos
- BeikntoueHusi noptoB
- Micnonb3oBaHus cnsiero pexvwma

BesonacHocTb

Port Security

- MNoppepxka o 12K MAC-agpecos Ha nopT/VLAN/cuctemy
3alymTa oT WrpoKoBeLlaTensLHoro/MHoroagpecHoro/
0fHOaApPeCHOro Wropma

D-Link Safeguard Engine

®yHkumsa DHCP Server Screening

Dynamic ARP Inspection

IP Source Guard

DHCP Snooping

IPv6 Snooping

DHCPv6 Guard

IPv6 Route Advertisement (RA) Guard

IPv6 ND Inspection

O6HapyxeHne npobnem, CBA3aHHbIX C COBNageHnem
CeTeBbIX aApecoB

MpepoTtepalyeHue atak ARP Spoofing
- Makc. konunyecTBo 3anucein: 64
L3 Control Packet Filtering

* Unicast Reverse Path Forwarding (URPF)

CermeHTaums Tpaguka

* SSL

- Moppepxka TLS 1.0/1.1/1.2

- Noppepxka poctyna IPv4/IPve
SSH

- Noppepxka SSH v2

- Moppepxka goctyna IPv4/IPv6
MpepoTBpalleHune atak BPDU

* MpepoTBpalleHre atak DoS
* dunbtpauus NetBIOS/NetBEUI
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AAA * AyTeHTudpukaums 802.1X: * YnpaeneHue goctynom Ha ocHoBe MAC-agpecos (MAC):
- YnpaBneHue JOCTYNOM Ha OCHoBe nopTalyana - YnpaBneHue 4OCTYNOM Ha OCHOBe rnopTalyana
- HasnaveHune nonutukm ldentity-driven - HasnaueHue nonutuku Identity-driven
- AvHamnyeckoe HasHaveHne VLAN - AvHamnyeckoe HasHaveHne VLAN
- YnpaBneHve nonocomn nponyckaHus - YnpaBneHve nonocomn nponyckaHus
- Hasnauenue ACL - Hasnauenue ACL
* YnpaeneHue goctynom Ha ocHose Web (WAC): * Guest VLAN
- YnpaBneHve AOCTYNOM Ha OCHOBe rnopTa/yana * Microsoft® NAP
- HasnayeHune nonutukm ldentity-driven - Noppepxka 802.1X NAP
- OnHamnyeckoe HasHayveHne VLAN - Noppepxxka DHCP NAP
- YnpaBreHne norocon nponyckaHus * YpoBeHb npuBuneriin Ana Aoctyna K ynpasneHuto
- Hasnauenue ACL * AyTeHTUdMKaLms Ha ocHose RADIUS 1 TACACS+
- Moppepxxka goctyna IPv4/IPve * Authentication Database Failover
- Nonpepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * OwnarHocTtuka kabens * Y.1731 OAM
* 802.3ah Ethernet Link OAM * ®yHKUMSA LMEPOBOro KOHTPONS NapamMeTpoB
* D-Link Unidirectional Link Detection (DULD) npoussogutensHocTu TpaHcusepa DDM (Digital Diagnosics
* Dying Gasp Monitoring)
* 802.1ag Connectivity Fault Management (CFM)
Ynpaenexue * NTP v3/v4 * LLDP/LLDP-MED

Precision Time Protocol (PTP)
Web-nHTepdeiic

- MNoppepxka poctyna IPv4/IPv6

- Noppepxka SSL (HTTPS)
UHTepderc komangHou ctpoku (CLI)
Telnet-cepsep ans goctyna IPv4/IPv6
Telnet-knueHT ans IPv4/IPv6

* SNMP

- MNoppepxka v1/v2c/v3

- Noppepxka gocryna IPv4/IPv6
SNMP Trap

TFTP-knueHT ans IPv4/IPve
FTP-knueHT ans IPv4/IPve

IPv4 SFTP-cepBep

* RCP

CucTteMHbIN XXypHan ans cepeepa IPv4/IPv6
* SMTP

RMON v1

- Noppepxka 1, 2, 3, 9 rpynn

RMON v2

- MNoppepxka rpynnel ProbeConfig

* XypHanupoBaHue BBOAUMbIX KOMaHz

OyHkumm Enhanced Image (El)

D-Link Discover Protocol (DDP)

DHCP Client option 12

DHCP Auto-configuration

DHCP Auto-image

DHCP Relay option 60/61/62/18/37/82/125
DHCP/DHCPvV6 Local Relay

DHCP-cepBep

- Moppepxka HasHavyeHus agpeca |IPv4/IPv6
* DHCPV6 Prefix Delegation (PD)
Mopaepxka Heckonbkux Bepcuii MO / Mopaepkka HECKONbKNX
BepCUii KOHUrypaummn

DNS Relay ans IPv4/IPv6

* DNS-knuenT ans IPv4/IPve

KomaHnapb! oTnaaku

* BoccTaHoBneHue napons

LLincdposaHme napons

* Ping/Traceroute gns IPv4/IPv6

* Microsoft® Network Load Balancing (NLB)
Switch Resource Management (SRM)

* sFlow

D-Link License Management System (DLMS)
* PD Alive

VLAN

* Super VLAN

MapwpyTtunsaums 3
YPOBHS

* BFD (Bidirectional Forwarding Detection)
- OSPF
* BGP
- BGP v4/v4+
- 4dbytes AS
- Text/MD5 ans BGP v4
* VRF-Lite
- Cratudeckast mapwpyTtusaums IPv4
- RIP v1iv2
- OSPF v2
- BGP v4

OSPF v2/v3

- Makc. konuyectBo OSPF areas: 16

- Stub area

- NSSA area gnst OSPF v2

- MNaccuBHbBIN MHTEpdeNnc

- Text/MD5 Authentication ana OSPF v2
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DGS-3630-28SC

YnpaBnsiembin cTeKupyembin KOMmyTaTop 3 ypoBHS ¢ 20 nopTamu
1000Base-X SFP, 4 kom6o-noptamu 100/1000Base-T/SFP n 4 noptamu
10GBase-X SFP+

MHoroagpecHas .
paccblinka 3 ypoBHs .

OyHkumm MPLS Image
MapuwpyTtusaums 3

IGMP v1/v2/v3 * PIM-DM/SM/SSM/SDM

MLD vi/iv2 * SSM Mapping ans IPv4/IPv6

IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
DVMRP v3

IS-IS v4/v6

CrtaHgapTbl
CraHpapTtel MIB/IETF

YPOBHSI
MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTokonbHble pacwmpenus ans BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)
* Virtual Private LAN Service (VPLS) * LSP/VCCV/IMPLS Ping/Traceroute

RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578 MIB Structure
RFC 1212 Concise MIB Definitions

RFC 1213 MIBII

RFC 1215 MIB Traps Convention

RFC 1493, RFC 4188 Bridge MIB

RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574, RFC 2575, RFC 2576 SNMP MIB
RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904, RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578, RFC 3418,
RFC 3636 SNMPv2 MIB

RFC 271, RFC 1757, RFC 2819 RMON MIB

RFC 2021 RMONv2 MIB

RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665, RFC 3635 Ether-like MIB
RFC 2668 802.3 MAU MIB

RFC 2674, RFC 4363 802.1p MIB

Interface Group MIB

RFC 2618 RADIUS Authentication Client MIB

RFC 4022 MIB for TCP

RFC 4113 MIB for UDP

RFC 2620 RADIUS Accounting Client MIB

RFC 2925 Ping & TRACEROUTE MIB

TFTP uploads and downloads (D-Link MIB)

Trap MIB (D-Link MIB)

RFC 4293 IPv6 MIB

RFC 4293 ICMPv6 MIB

Entity MIB

RIPv2 MIB

OSPF MIB

IPv4 Multicast Routing MIB

PIM MIB for IPv4

IP Forwarding Table MIB

RFC 4884 Extended ICMP to support Multi-Part Messages

RFC 4293 IPv6 SNMP Mgmt Interface MIB

DDM MIB (D-Link MIB)

Private MIB

MIB for D-Link Zone Defense

DDP MIB

LLDP-MED MIB

RFC 791 IP

RFC 768 UDP

RFC 793 TCP

RFC 792 ICMPVv4

RFC 2463, RFC 4443 ICMPVv6

RFC 826 ARP

RFC 1338, RFC 1519 CIDR

RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in the IPv4 and IPv6 Headers
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RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC 3580, RFC 3748 Extensible Authentication Protocol (EAP)
RFC 2571 SNMP Framework

RFC 2572 SNMP Message Processing and Dispatching

RFC 2573 SNMP Applications

RFC 2574 User-based Security Model for SNMPv3

RFC 1981 Path MTU Discovery for IPv6

RFC 2460 IPv6

RFC 2461, RFC 4861 Neighbor Discovery for IPv6

RFC 2462, RFC 4862 IPv6 Stateless Address Auto-configuration

RFC 2464 IPv6 over Ethernet and definition

RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’ Technology
RFC 3513, RFC 4291 IPv6 Addressing Architecture

RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

RFC 3484 Default Address Selection for Internet Protocol version 6
RFC 3621 Power Ethernet MIB

D e e napamMeTpb

Pasmepbl (O x L x B)

441 x 259,8 x 44 mm

Bec * 3,79 kr
OBUA dld
MNutaHne Ha Bxoge * Ot 100 go 240 B nepemeHHoro Toka, 50/60 Iy
Makc. notpebnsemas * 63,58 BT
MOLLHOCTb
MoTpebnsemas * 30,1 Bt
MOLLHOCTb B peXxnme
oXuaaHus
Tennosblgenexune * 216,81 bTE/uac

MTBF (4acbl)

280 612,09

YpoBeHb LWymMa

Mpwn BbICOKON CKOpPOCTM BEHTUNATOpa: 56 b
[Mpun HKU3KOM CKOPOCTU BeHTUnsATOpa: 46 Ab

3alumTa oT cTaTuyecKkoro
anekTpuyecTsa

Mopnepxka 3anThl OT CTAaTUYECKOTO 3MEeKTPMYECTBa Ha MeaHbIx nopTax (ctaHaapT IEC61000-4-5)

Cuctema BeHTUNALUN

2 BeHTURATOpa*

Temnepatypa

Pa6Gouyas: ot -5 no 50 °C

BnaxHocTb

Mpwn akcnnyataumn: ot 10% Ao 95% 6e3 kongeHcata

* XpaHeHusi: ot -40 go 70 °C

* TMpu xpaHeruun: ot 5% [o 95% 6e3 koHaeHcaTa
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KomnnekT noctaBku

Kabenb nutaHus

4 pe3nHOBbIE HOXKU

KomnakT-guck

DGS-3630-28SC

YnpaBnsiembin cTeKupyembin KOMmyTaTop 3 ypoBHS ¢ 20 nopTamu
1000Base-X SFP, 4 kom6o-noptamu 100/1000Base-T/SFP n 4 noptamu

* KommytaTtop DGS-3630-28SC

dukcaTop Ans kabensi nuTaHus

KoHconbHbI kabenb (¢ pasbemamu RJ-45 n RS-232)
KoHconbHbI kabenb (¢ pasbemamu USB 1 Mini-USB)

2 KpenexHbIX KpOHLUTEVHa AN YCTaHOBKMN B 19-At0MMOBYIO CTOMKY
KomnnekT ana moHTaxa

KpaTKoe PYKOBOACTBO NO YyCTAaHOBKe

10GBase-X SFP+

Moderns

OnucaHue

Mpouee

Be3onacHocTb * cUL * CCC
* CB * BSMI
* CE

EMI/EMC * CE * VCCI
* FCC Class A * BSMI
* C-Tick * CCC

MHdopmauusa gnsa 3akasa

DGS-3630-28SC/*SI

YnpaBnsiemblii cTekMpyeMbli kommyTaTop 3 ypoBHs ¢ 20 noptamu 1000Base-X SFP, 4 kom6o-noptamun 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ u nporpammHbiM o6ecneyeHnem Standard Image (SI)2

DGS-3630-28SC/*MI

DGS-3630-28SC-SE-LIC

Ynpasnsiemblil cTekMpyemMblii kommyTaTop 3 ypoBHsi ¢ 20 noptamu 1000Base-X SFP, 4 kom6o-noptamu 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ u nporpammHbiM ob6ecniedernem MPLS Image (MI)®

[ononHuTenbHble NNLEH3UN 0GHOBNEHUS
JIvueHsnsa Ha obHoBneHne nporpammHoro obecneyenns ¢ Standard Image (Sl) Ha Enhanced Image (El) ana kommytatopa DGS-

3630-28SC

DGS-3630-28SC-EM-LIC

JlvueHsnsa Ha obHoBneHne nporpammHoro obecneyenns ¢ Enhanced Image (El) Ha MPLS Image (MI) ansa kommyTtatopa DGS-3630-

28SC

DGS-3630-28SC-SM-LIC

DV-700-N25-LIC

JlnueHsuns Ha obHoBNEeHNe nporpammHoro obecneyeHus ¢ Standard Image (Sl) Ha MPLS Image (MI) ans kommytaTtopa DGS-3630-

28SC

[JononHuTensHoe nporpaMmHoe oGecrneyeHne

D-View 7 ¢ nuueHsunen Ha 25 y3nos

DV-700-N50-LIC

D-View 7 ¢ nuueHsunen Ha 50 y3nos

DV-700-N100-LIC

D-View 7 ¢ nuueHsunen Ha 100 ysnos

DV-700-N250-LIC

D-View 7 ¢ nuueHsunen Ha 250 y3nos

DV-700-N500-LIC

D-View 7 ¢ nuueHsunen Ha 500 y3nos

DV-700-N1000-LIC

D-View 7 ¢ nuueHsunen Ha 1000 y3nos

DV-700-P5-LIC

D-View 7 ¢ 5 nMueH3nsaMu ans npoMexyTOUHbIX CEPBEPOB

DV-700-P10-LIC

D-View 7 ¢ 10 nuueH3namu Ans npoMexyToYHbIX CEpBEPOB

DV-700-P25-LIC

D-View 7 ¢ 25 nuueH3nsamn 4ns NnpoMexXyTO4YHbIX cepBepoB

DV-700-P50-LIC

D-View 7 ¢ 50 nuueH3nsaMu 4ns NpoOMeXyTOYHbIX cepBepoB

DV-700-P100-LIC

D-View 7 co 100 nuueH3usmMmn Ans npoMeXxyTOYHbIX CEpBEPOB
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YnpaBnsiembin cTeKupyembin KOMmyTaTop 3 ypoBHS ¢ 20 nopTamu
1000Base-X SFP, 4 kom6o-noptamu 100/1000Base-T/SFP n 4 noptamu
10GBase-X SFP+

[lono elbHbIE P o BEPb

DEM-431XT TpaHcueep SFP+ ¢ 1 noptTom 10GBase-SR ans mHoromogosoro ontuyeckoro kabens (go 300 m)
DEM-432XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-LR gns ogHomogoBoro ontuyeckoro kabens (ao 10 km)
DEM-433XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-ER gns ogHomopoBoro ontuyeckoro kabens (4o 40 km)
DEM-434XT Tpaxcuep SFP+ ¢ 1 noptom 10GBase-ZR anst ogHoMogoBoro ontuyeckoro kabens (4o 80 km)

DEM-436XT-BXD

WDM T1paHcueep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 Hm, Rx: 1270 Hm) Ans o4HOMOAOBOrO onTudeckoro kabens (oo 40 km)

DEM-436XT-BXU

WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) ans ogHomogoBoro onTtuyeckoro kabens (ao 40 km)

/] elbHble P a BEpPb

DC.;S-.712 SFP:I'paHCI/IBep.C 1 noptom 1000Base-T (go 100 m)

DEM-210 SFP-TpaHcuBep ¢ 1 noptom 100Base-FX anst ogHoMoAoBoro ontuyeckoro kabens (4o 15 km)

DEM-302S-LX SFP-tpaHcuBep ¢ 1 noptom 1000Base-LX ans ogHomMonoBoro ontuyeckoro kabens (4o 2 km)

DEM-310GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-LX ans ogHomogoBoro onTudeckoro kabens (ao 10 km)

DEM-311GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX ans MHOroMogoBoro ontuyeckoro kabensi (o 550 m)

DEM-312GT2 SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX+ ansi MHOroMOAOBOro ONTUYeCKoro kabens (4o 2 km)

DEM-314GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-LHX ans ogHomogoBoro ontuyeckoro kabens (4o 50 km)

DEM-315GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-ZX ans ogHOMOAOBOro ontuyeckoro kabens (go 80 km)

DEM-220T WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-D (Tx:1550 Hm, Rx:1310 HM) onsi ogHomodoBoro onTuyeckoro kabens (go 20 km)
DEM-220R WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHOMOA0BOro onTuyeckoro kabens (ao 20 km)

DEM-302S-BXD

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans 0AHOMOAOBOrO ONTUYECKOro kabens (8o 2 km)

DEM-302S-BXU

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Anst 04HOMOAOBOrO ONTUYECKOro kabens (8o 2 km)

DEM-330T WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHOMOA0BOro ontuyeckoro kabens (go 10 kv)
DEM-330R WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) ans ogHOMo[oBoro ontuyeckoro kabens (8o 10 kv)
DEM-331T WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans oAHOMOAOBOro onTuyeckoro kabens (8o 40 kv)
DEM-331R WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Ans ogHOMOA0BOro ontuyeckoro kabens (8o 40 kv)

DEM-331T/20KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHOMOA0BOro onTuyeckoro kabens (8o 20 kv)

DEM-331R/20KM

WDM SFP-tpaHcuep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) ans ogHOMOAoBOro ontuyeckoro kabens (8o 20 kv)

[lono elfibHble Kabe 0 =

DEM-CB100S MaccuBHbIV kKabenb 10GBase-X SFP+ gnvHon 1 M ons npsiMoro NoAKmnioyYeHus
DEM-CB300S MaccuBHbIl kabenb 10GBase-X SFP+ anuHoi 3 M Anst npsiMoro NoakmnoveHust
DEM-CB700S MaccuBHbIl kabenb 10GBase-X SFP+ anuHoi 7 M Anst npsiMOro NoAKnoveHus
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CPBHb O d A
DPS-500A Pe3epBHbIN MCTOYHWK NUTaHMs ans kommyTtatopos (140 BT)
DPS-500DC/B Pe3epBHbIn uctouHnk nutanmsa DC ana kommyTtatopos (140 BT)

1 O6HoeneHue npoepammHozo obecrieyerus ¢ Standard Image (SI) Ha Enhanced Image (El) 0ns kommymamopa DGS-3630-28SC ocyuecmensiemcs ¢ MOMOWbI0 NIUUEeH3UU
DGS-3630-28SC-SE-LIC.

2 O6HosreHUE NpoepaMMHO20 obecneqeHus ¢ Standard Image (SI) Ha MPLS Image (MI) dnsi kommymamopa DGS-3630-28SC ocywecmensemcsi ¢ moMowbko nuyeHsuu DGS-
3630-28SC-SM-LIC, ¢ Enhanced Image (El) Ha MPLS Image (MI) - ¢ nomowbto nuyeH3auu DGS-3630-28SC-EM-LIC.

2 B cmek Mo2ym 6bimb 06be0UHeHb! MoribKo KomMmymamopbsl DGS-3630 ¢ 0duHakosbiM rpozpamMmHbIM obecriedeHueM. Harnpumep, kommymamopsi cepuu DGS-3630 ¢
npozpamMmHbiM obecriedeHuem S| Mocym 6bimb 06eAOUHEHbI 8 CMeK MorbKo ¢ KomMmymamopamu DGS-3630 ¢ npoepammHbiM obecrieyeHuem Sl.

4 [locmynHo & eepcuu npozpamMmHo2o obecrneyerus R2.10.

5 [lo ymonyaHuro ycmaHoesneHa HU3Kasi ckopocms geHmusnsmopa. lpu memnepamype ebiwe 36 T ckopocmb 8eHMUISIMopa yeenuqueaemcsi U ocmaemcsi 8bICoKol 0
rnoHuxxeHuss memnepamypsl 0o 33 T.

8 He exo0um & KOMIIeKm MocmasKu.

7 [laHHble 0CHOBaHbI Ha MaKCuMasibHbIX 3HauyeHuUsix nokazamenel ¢yHkyuu Switch Resource Management (SRM).

8 Kaberib drisi cmekuposaHus U eHewHul USB-Hocumerib He 6X00sim 6 KOMIMIeKM nocmasKu.

O6HoBneHo 25/01/2018
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Xapakmepucmuku mo2ym 6bimb U3MeHeHb! 63 y8eO0OMIeHUS.
D-Link siensiemcs 3apeaucmpuposaHHoli mopzosgoli mapkol D-Link Corporation/D-Link System Inc.




