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OCHOBHbIe XapaKTepUCTUKMN

Bbicokas nponsBoAnUTENbHOCTD

IvrabutHele MeaHble n 10-rurabutHele uplink-nopTel SFP+
obecrneuvBaloT COEAMHEHME C  BbICOKOW MPOMYyCKHOW
CMNOCOBHOCTBIO ANS KIIMEHTOB, CEPBEPOB U HAKOMUTENEW.

KomnnekcHas 3awmta

CoBOKYNHOCTb anmapatHbiX W MpOrpaMMHbIX CpefCcTB
obecneyrBaeT KOMNIEKCHYIO 3aLLUTY CETU OT PU3NYECKOro
BO3[ENCTBUSI N CKPbITbIX aTak.

OTKa30yCTONYNBOCTb

B crek MOXHO 06beauHWTb HO 9 YCTPOWCTB, CO34aB
€dWHbIA  BUPTyarnbHbIN  KOMMyTaTop, 4To obecneynt
BbICOKYO 0TKa30yCTONYMBOCTb " HaOeXHOCTb
NOAKMOYEHNSI.

DGS-3630-28TC

YnpaBnsembin ctekupyembin kKommyTtaTtop 3 ypoBHS ¢ 20 noptamu 10/100/1000Base-T,
4 komb60-noptamm 100/1000Base-T/SFP u 4 noptammn 10GBase-X SFP+

XapakTtepucTukun

WHTepdpenchl

e 20 noptos 10/100/1000Base-T

e 4 komb6o-nopta 10/100/1000Base-T/SFP
e 4 nopta 10GBase-X SFP+

HapexHocTb

e BoamoxHocTb nutaHusa ot RPS

802.1D STP, 802.1w RSTP un 802.1s MSTP
Loopback Detection

Ethernet Ring Protection Switching (ERPS)
Mopaepxkka 3aWwnThl OT CTATU4ECKOro
anekTpuyecTBa Ao 6 kB Ha megHbIX nopTax

CTeKknpoBaHue ¢ BbICOKOW NPONYyCKHOM

CNoco6HOCTLIO

e Bo03MOXHOCTb 06beANHEHUS B CTEK A0 9 YCTPOWCTB
(432 rurabuTtHbix nopTa)

e Y[aneHHoe CTEKMpPOBaHWUE C UCMONb30BaHNEM
ONTOBOIOKOHHOIO Kabens

e [lonoca nponyckaHus Npu usn4eckom
cTekupoBaHum go 80 '6uTt/c Ha cTek

OAM
e |[EEE 802.3ah Ethernet Link OAM
e |[EEE 802.1ag/ITU-T Y.1731 OAM

MNpocToTa ynpaBneHus

o KoHconbHble NopThl ¢ padbeMamu RJ-45 n Mini-USB
MopT ynpaBneHus n curHanbHbIA NopT
Web-unHTepderic ynpaBneHus

WHTepdelic komanaHow ctpoku (CLI)

PyHkuma Switch Resource Management (SRM) gns
rMbKkoro ynpasneHns pecypcamm cucTembl

YnpaBnsiemblii  CTEKMpyeMmblii  KOMMyTaTtop  TpeTbero ypoBHs DGS-3630-28TC
npegHasHayeH Ansa ceTen KpynHbIX NpeanpuaTuiA, Manoro n cpegHero busHeca, a Takke
Ons  vHTepHeT-npoBanpepoB. OH obecneuvBaeT BbICOKYIO MPOU3BOAUTENBHOCTD,
rMBKOCTb ynpaBrieHnsi, 0TKa30yCTONYMBOCTb U pactumpeHHble dyHkumm MO. KommyTtatop
ocHaueH 20 noptamu 10/100/1000Base-T, 4 komb6o-noptamu 100/1000Base-T/SFP, 4
noptammn 10GBase-X SFP+, nopgaepxvBaeT ¢yHkuMM 6e30macHOCTM U pacLUMpPEeHHble
HacTponkn Quality of Service (QoS) gns ontumanbHoW paboTbl Ha YpoBHE £4pa,
pacnpegeneHus unu goctyna. Belcokasi NOTHOCTb NOPTOB, BO3MOXHOCTb CTEKMPOBaHUS
M NpOCTOe ynpaBrieHve no3BoNsAT wucnonb3oBatb DGS-3630-28TC gna pelweHust
pa3nuuHbIX 3apad. 3awmTa OT cTaTnyeckoro anektpuyectsa 6 kB obecneunsaer
YCTOMYMBOCTb MEAHbIX MOPTOB K HaBEAEHHOMY HanpshkeHWio W npegoTBpaliaet
NnoBpeXaeHne KOMMyTaTopa U NOAKMIOYEHHBIX K HEMY YCTPOMCTB.

MporpammHoe o6ecnevyeHue Standard Image (Sl)

KommyTaTtopbl cepun DGS-3630 c nporpamMMHbiM obecnedeHnem Sl noaaepxusarT
OCHOBHble PYHKUMM ANA MOCTPOEHMSA ceTer NpeanpusTuii Manoro u cpegHero busHeca
(SME/SMB), Bknto4as KOMMYTaLMIO 2 YPOBHS, CTaTUYECKYO MapLLPYTU3aLMIO 1 NPOTOKON
RIP, MHOroagpecHyto pacchlfiky 2 ypoBHSi, paclumpeHHble HacTponku Quality of Service
(QoS), OAM 1 pasnuyHble yHKLMN 6e30MacHOCTK.

MNporpammHoe o6ecneyeHne Enhanced Image (El)?

KommyTatopbl cepun DGS-3630 c nporpammHbiM  obecnedenvem El, nomumo
dyHkumoHana Sl, noaaepxusaoT npotokonbl OSPF, BGP, dyHkumo VRF-Lite wn
MapLUpyTM3aLmMi0 MHOroapecHbIX NakeToB.

MporpammHoe ob6ecnevyeHne MPLS Image (Ml)?

KommyTaTtopbl cepuv DGS-3630 c nporpammHbiM  obecneveHnem MI, nomumo
dyHkumoHana Sl u El, nopoepxuBaioT ocHoBHble VPN-cepBuckl, Heobxoaumble ONs
adpcpekTnBHOM paboTbl MHTEpHET-NpoBaniaepos, Bkntoyas 1S-IS u MPLS L2/L3 VPN.
Bnarogaps mexaHuamy MPLS nepegava notoka Tpaduka no cetTu HesaBucuma OT
NPOTOKOSIOB yNpaBreHns, UCrnonb3yemMblX ANA Npoknagkn TyHHens MPLS (PPTP, L2TP,
PPPoOE u T. a.). Ucnonb3oBaHne MPLS pgaeT BO3MOXHOCTb ONTUMMU3MPOBaTb MOTOKU
TpadvKa 1 MaHMMynUpoBaTb TpapuKoMm.
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ﬂOCTyHHOCTb M rubKocTb nogknr4veHunda

KommyTatop DGS-3630-28TC noaaepXxvneaet TEXHONOINI0
CTEeKMpoBaHMs®, MO3BOMALLYI0 CO34aBaTb EAUHLIA (U3NYECKUA Unn
BMPTyasnbHbIA CTEK NpUM OObEAWMHEHWN HECKOSNbKUX YCTPOWCTB, YTO
obecneymBaeT MacwTabupyemoctb cetu. [lpy 3tom ynpolaeTcs
yrpaBneHve, TaK Kak BCE KOMMYTaToOpbl B CTEKE JIOTMYECKM
npeacTaBnsaT cobovi eAnMHOe YCTPOWCTBO M YNpPaBnsiloTCA yepe3 OAuH
IP-agpec. MoxHO 06beauHUTE 40 9 KOMMYTaTOpPOB M MOMYYUTb, Takum
obpasom, go 432 noptoB Gigabit Ethernet. ®yHkums Switch Resource
Management (SRM) no3BonseTr onNTMMM3UpPOBaTb pacnpegeneHne
pecypcoB KOMMyTaTopa A peLueHus pasnunyHbIX ceTeBbiX 3agjady. B
3aBuncMMoCTU OT Bblbopa annapatHoro pexuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pa3mep OCHOBHbIX Tabnwuy
BTOPOro U TPETbEro ypoBHEN ANsi MakCUMarnbHON NMPOV3BOAUTENBHOCTH
KOMMyTaTopa.

OTKa30yCcTOM4YNBOCTb

KommyTatop DGS-3630-28TC nogaepxusaeT npoTokonbl Spanning Tree
(STP): 802.1D, 802.1w wu 802.1s. [poTokonbl STP nossonstoT
OpraHv3oBaThb Pe3epBHbIi MapLIpyT nepeAayun AaHHbIX, UCNONb3yeMbI B
crnyyae BO3HWKHOBEHMS HewcnpasBHocTen B cetu. Kpome Toro, DGS-
3630-28TC noppepxuBaeT TexHonorun Ethernet Ring Protection
Switching (ERPS) u FlexLink. ERPS o6ecneumBaeT MMHUManbHoOe BpeMsi
BOCCTaHOBNEeHUs paboTbl konbua nocre cbosa. FlexLink nossonser
MOBbLICUTb OTKA30YCTOMYMBOCTb COEAMHEHUS Ha YyKasaHHbIX MopTax
KomMmyTaTopa, obecneyvBas pe3epBnpoBaHNe kaHanoB 6e3 NpruMeHeHns
STP u dpyHKkumm Loopback Detection.

Be3onacHoCTb U NPoM3BOAUTESILHOCTb

KommyTatop DGS-3630-28TC npefocTaBnsieT LUMPOKMIA Habop doyHKLMIA
6e3onacHOCTH, BKIOYas MHOrOypoBHeBble cnuckn goctyna (ACL) un
ayTeHTudukaumo nonb3osartenen (802.1X) yepesa TACACS+ n RADIUS.
[na nosbllLeHNs NPOM3BOAUTENBHOCTU M 6e30nacHOCTU KOMMYTaTop
DGS-3630-28TC obecneuvBaeT nopgaepxky VLAN, Bkroyasi NpoTOKON
GVRP u crangapt 802.1Q. [na ctabunbHon paboTbl TakMx CeTeBbiX
cepBucoB, Kak VoIP, a Takke npoBedeHUs BUOEOKOHMEPEHLMI
KOMMyTaTop MoAAepXUBaeT LUMPOKMA Habop dyHKUMA QOS, KoTopble
rapaHTUpyT, YTO KPUTUYHbIE K 3afepXKkam ceTeBble cepBuCbl OyayT
obcnyxmBaTbCs B NPUOPUTETHOM pexume. [ns 3amtbl KOMMyTaTopa oT
BpegoHocHoro Tpadwmka B DGS-3630-28TC peanusoBaHa (yHkums D-
Link Safeguard Engine.

DGS-3630-28TC

YnpaBnsieMbl CTeKUpyeMbi KOMMyTaTop 3 YPOBHA ¢ 20 nopTamMm
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP u 4

noptamun 10GBase-X SFP+

FMbkocTb ynpaBneHus

Ynpaenexnne kommytatopom DGS-3630-28TC MOXeT OCyLeCTBNSATLCH
npu nomoLun nHTepdenca komangHon ctpokm (CLI), Web-uHtepdernca,
npotokona SNMP. [Ona nepsBoHavanbHOW HaCTPOWKM UCMOMb3yeTcs
ytunuta D-Link Network Assistant. Hanuune koHconmbHOro nopta c
uHTepdericom Mini-USB pgenaeTt npouecc HacTpoviku Gonee ynobHbIM,
MOCKOMbKY ANS MOAKMIOYEHNS KOHCONW He TpebyeTcsa AOoNONHUTENbHbIN
nepexodHuk. Takke AOCTYNHa BO3MOXHOCTb yNpaBfieHNs KOMMYTaTopoM
Yepe3 HesaBUCKMMbIN BblgeneHHbln nopt Out-of-band. Hanuune USB-
nopTa MO3BONSAET COXPaHATb CUCTEMHblEe XypHanbl, KOHdurypauum un
obpasbl MO Ha BHewHue USB-Hocutenu. Mopaepxka dyHkumn DHCP
Auto-configuration n Auto-image gaeT BO3MOXHOCTb 3arpyxatb paHee
CO3[aHHYI0 KOH(UIYpaLMIO Ha HECKOMNbKO KOMMYTaTOPOB aBTOMAaTUYECKU.
Kpome Toro, DGS-3630-28TC nopgepxvBaeT npotokon OpenFlow 1.3,
YTO MO3BOMSET YNpaBMAaTb KOMMyTatopamy C MOMOLLbI KOHTponnepa
OpenFlow*,

TexHonorusa Green

DGS-3630-28TC nopgepxuBaet TexHonormtio D-Link Green, koTtopasi
NO3BONSAET UCMONb30BATb PEXUM COXPAHEHMUS SHEPrun 1 yHKUM Smart
Fan5, CHU3UTb TennosblaeneHne, a TakKkke aBTOMaTU4YeCKM YyMeHbLUaTb
aHepronoTpebrneHne B 3aBWCUMOCTM OT ANWHbl  Kabens. ®yHKuusi
aHeprocbepexeHuss obecrneynBaeT aBTOMaTUYECKOE OTKITIOYEHNE NUTAHWS
HeaKTMBHbIX MOPTOB M uHAukatopos. PyHKUuss Smart Fan obecneunsaet
aBTOMaTU4Yeckoe perynupoBaHne CKOpPOCTM BpalleHUs BCTPOEHHbIX
BEHTUNNATOPOB B 3aBUCMMOCTW OT TemMnepaTtypbl, YTO TaKXe MNo3BOondeT
3KOHOMUTb INEKTPOIHEPTUIO U CHU3UTL YPOBEHb LLIYMa.



D_Link@ DGS-3630-28TC
YnpaBnsieMbi CTeKUpyeMbi KOMMyTaTop 3 YPOBHA ¢ 20 nopTamMm

Pidng et Brreeps 10/100/1000Base-T, 4 kom6o-noptamu 100/1000Base-T/SFP u 4
noptamun 10GBase-X SFP+

TexHUn4eckne xapakTepucTuKu
AnnapaTHoe obecneyeHne

Mpoueccop * 1My
OnepaTnBHas namsaTb *17b
Flash-namatb *1Tb
WHTepdelicb * 20 noptos 10/100/1000Base-T

* 4 xombo-nopta 10/100/1000Base-T/SFP

* 4 nopta 10GBase-X SFP+

* KoHconbHbI nopT ¢ pazbemoM RJ-45

* KoHconbHbii nopt Mini-USB

* MNopt ynpaenexus 10/100/1000Base-T ¢ pasbemom RJ-45 (Out-of-band)
* CurHanbHbIn NopT ¢ pa3bemMoM RJ-45

* Mopt USB 2.0 Tvin A

Mugukatopsbl * Power * USB
* Link/Activity/Speed (Ha nopT) * RPS
* Console * Fan Error
* MGMT * Stack ID
Pasbem nutaHus * PasbeM Ans nogkmnioyeHus NuTaHns (NepemMeHHbI TOK)

* PasbeM AN NoaKMioYeHVss PE3EPBHONO UCTOYHMKA NMUTaHms®

DyHKLUMOHanN
CraHpapTbl 1 hyHKUMM * IEEE 802.3 10Base-T
* |EEE 802.3u 100Base-TX
* |EEE 802.3ab 1000Base-T
* |EEE 802.3z 1000Base-X
* |EEE 802.3ae 10GBase-X
* Ynpaenenue notokom |IEEE 802.3x B pexvme nonHoro gynnekca
* ABTomaTu4yeckoe onpegeneHve MDI/MDIX
[Mpon3BOOUTENBHOCTL
KommyTaumoHHas * 128 ut/c
mMaTtpuua

MeTog kommyTaumMmn Store-and-forward

Makc. ckopocTb
nepeHanpasneHus 64-
6aniTHbIX NakeToB
Pa3wmep Tabnuubl MAC-
agpecoB

Pa3mep Tabnuupl
MapLpyTusaumm IPv4
Pa3mep Tabnuupl
MapLupyTu3auum IPv6
Pasmep Tabnuupl
kommyTauuu L3 IPv4
Pasmep Tabnuupl
kommyTauuu L3 IPv6
Bydep nakeTtos * 4 MBb

95,24 Mpps

68K 3anucen’

16K 3anucen

7K 3anucen

32K 3anucen’

16K 3anuceir”

Jumbo-dpeiim * 12Kb
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MNporpammHoe obecnevyeHue Standard Image (S|

DGS-3630-28TC

YnpaBnsieMbi CTeKUpyeMbi KOMMyTaTop 3 YPOBHA ¢ 20 nopTamMm
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP u 4

noptamun 10GBase-X SFP+

CrekupoBaHune

* dunanyeckoe CTeknpoBaHmne
- Monoca nponyckaxus: go 80 6ut/c
- o 9 ycTponcte B cTeke
- KonbueBas/nuHenHas Tonororus

BupTyanbHoe cTekmpoBaHue

- D-Link Single IP Management

- [lo 32 ycTponcTe B BUPTYanbHOM CTEke
- Monoca nponyckanus: go 20 'éut/c

DyHKUMM 2 YPOBHS

Tabnuua MAC-agpecos: ao 68K 3anuceit’
* YnpaBneHve NoToKoM
- 802.3x B pexxume MOSHOTO Ayrnnekca
- MNpepoTBpalleHre Gnokuposok HOL
* Spanning Tree Protocol
-802.1D STP
-802.1w RSTP
- 802.1s MSTP
- Root Guard
- Loop Guard
* Link Aggregation
- 802.1AX
- 802.3ad
- Makc. 32 rpynnbl Ha yCTpoCcTBO/8 NOPTOB Ha rpynny

ERPS (Ethernet Ring Protection Switching) version 2
3epkanvposaHue NnopTos

- One-to-One

- Many-to-One

- Moapepxka 3epkanvMposaHusa Ans sxogsiuero/
ucxogsiero/Tpadpuka B 060mx HanpaeneHnsx

- MNoppepxka 4 rpynn 3epkannpoBaHusi
3epkanupoBaHue NoToKoB

- MNoppepkka 3epkannpoBaHuns Ans BXOAsLEro Tpaduka
3epkanupoBaHue VLAN

RSPAN

L2 Protocol Tunneling (L2PT)

Multi-Chassis Link Aggregation Group (MLAG)*

VLAN * 802.1Q * pynnbl VLAN
* 802.1v VLAN Ha ocHOBE NpOTOKOIIOB - Makc. 4K VLAN-rpynn
* Double VLAN (Q-in-Q) - Makc. VID: 4094
- Q-in-Q Ha ocHoBe nopToB * ISM VLAN ans IPv4/IPv6 (Multicast VLAN)
- Selective Q-in-Q * Voice VLAN
* VLAN Ha ocHoBe nopToB * Auto Surveillance VLAN
* VLAN Ha ocHoBe MAC-agpecos * VLAN Trunking
* VLAN Ha ocHoBe nogceteim * GVRP: go 4K gnHamnyeckux VLAN-rpynn
* Private VLAN * Asymmetric VLAN
MHoroagpecHas * MLD Snooping * IGMP Snooping

paccblinka 2 ypoBHs

- MLD viiv2

- Nopaepska oo 4K rpynn’

- MLD Snooping Fast Leave Ha ocHoBe y3na

- Moapepxka 64 ctaTnyecknx MHOroaapecHbIX rpynn
- MLD Snooping Querier

- MLD Snooping Ha VLAN

- MLD Proxy Reporting

- IGMP v1/i2/v3

- NMopnepska oo 8K rpynn’

- MNoppepxka 64 cTaTMYecknx MHOroaapeCHbIX rpynmn
- IGMP Snooping Ha VLAN

- IGMP Snooping Querier

- IGMP Snooping Fast Leave Ha ocHoBe y3na

PIM Snooping

DyHKUMM 3 YPOBHSA

IPv4 ARP/IPv6 ND: noagepxka go 32K/16K’
- 512 ctatnyeckux 3anvucen ARP
Gratuitous ARP
* WNHtepdpevic IP
- Noppepxka 256 nHTepderncos
* NHtepdpenc Loopback
* Proxy ARP
- Noppepxka Local ARP Proxy

TyHHenupoBaHue IPv6
- Cratnyeckoe

- ISATAP

- GRE

- 6to4

VRRP v2/v3

IP Helper

MapwpyTtunsaums 3
YPOBHS

* MNoppepxka 16K annapaTHbIX 3anvcei MmapLupyT3aumm no
IPv4/IPv6
- 1 3anucb Ha kaxabln MappyT IPv4
- 2 3anucy Ha kaxabln mapLupyT IPv6
* Nopaepxka oo 32K annapaTtHbIX 3anucen kommyTauum L3
no IPv4/IPv6’
- 1 3anuck Ha Kaxabii MmappyT IPv4
- 2 3anucu Ha kaxabln mapLupyT IPv6
* CraTudyeckas mapLupyTusaums
- Makc. kon-Bo 3anucew IPv4: 512
- Makc. kon-Bo 3anucen IPv6: 256

MapuwpyT IPv4/IPv6 no ymonyaHuio
PBR (Policy-based Route)

Null Route

Route Preference

Route Redistribution

Graceful Restart (GR) Helper

BFD (Bidirectional Forwarding Detection)
- CtaTtndeckasi mappyTtusaums 1Pv4/ve
-RIP

- VRRP

RIP v1/iv2/ng

MhoroagpecHas
paccbinka 3 ypoBHs

* dunbrpauus IGMP/MLD
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DGS-3630-28TC

YnpaBnsieMbi CTeKUpyeMbi KOMMyTaTop 3 YPOBHA ¢ 20 nopTamMm
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP u 4

noptamun 10GBase-X SFP+

KauectBo obcnyxumBaHus

(Qos)

802.1p

8 ouepepew Ha nopT

O6paboTka o4epenen

- Strict Priority (SP)

- Weighted Round Robin (WRR)

- Strict + WRR

- Weighted Deficit Round Robin (WDRR)

KoHTponb neperpysku

- Weighted Random Early Detection (WRED)
802.1Qbb Priority-based Flow Control (PFC) anst nopta
10GBase-X

YnpasneHvne nonocomn nponyckaHns

- Ha ocHoBe nopTa (BxoAsLuee/Mcxoasiuee, ¢ MuH.
3HayeHvnem 8 Kéut/c)

- Ha ocHoBe notoka (Bxogsiee/ucxogsiiee, C MUH.
3HayeHnem 8 Kbut/c)

- YnpaBneHve nonocomn NponyckaHus no o4epeau (C MyH.
3HayeHuem 8 Kout/c)

Mopaepxka cneayoWwmx 4eVCTBUIA AN NMOTOKOB

- MeTka npuoputeta 802.1p

- MeTka npeanoyteHusi IP/DSCP

- QoS Ha ocHoBe BpeMeHU

* CoS Ha ocHoBe:
- MopTa kommyTaTopa
- Ouyepepen npuoputeTos 802.1p
- BHyTpeHHero/BHewwHero VID
- MAC-agpeca
- EtherType
- IP-agpeca
-ToS
- IP Precedence
- DSCP
- Tuna npoTokona
- NopTta TCP/UDP
- Knacca IPv6-Tpadmka
- MeTku notoka IPv6
* Tpu uBeTa MapKMpoBKu
-trTCM
-sITCM

Cnucku ynpaBneHus
pocrtynom (ACL)

ACL Ha ocHoBe:

- MNpuopwuteTa 802.1p
-VID

- MAC-agpeca

- Ether Type

-LLC

- VLAN

- IP-agpeca

-ToS

- IP Precedence

- Mackn DSCP
- Tuna npoTokona
- Homepa TCP/UDP-nopTta
- Knacca IPv6-Tpadhmka
- MeTku notoka IPv6
* Makc. kon-Bo 3anucen ACL:
- Bxogsawmx (annapatHbix): 4K
- Mexopawmx (annapatHbix): 1K
- Kapta goctyna VLAN: 3K
* ACL no pacnucanuio

TexHonorusi Green

OKOHOMMSI 3MEKTPOSHEPIUN 33 CYET:
- Onpegenexus ctaTyca coeVHeHus!
- OnpegeneHust AnviHbl kabensi

- BelkntoveHnsa nHgnkaTopos
- BeikntoueHusi noptos
- Vicnonb3oBaHus cnswero pexuma

Be3onacHocTb

Port Security

- MNoppepxka go 12K MAC-agpecos Ha nopT/VLAN/cuctemy
3almTa oT LMpOKOBELLaTENBHOrO/MHOroaapecHoro/
0[HOaAPECHOrO LWTOpMa

D-Link Safeguard Engine

®yHkuma DHCP Server Screening

Dynamic ARP Inspection

IP Source Guard

DHCP Snooping

IPv6 Snooping

DHCPv6 Guard

IPv6 Route Advertisement (RA) Guard

IPv6 ND Inspection

O6HapyxeHue npobnem, CBA3aHHbIX C COBNageHNeM
ceTeBbIX aApecoB

* MpepoTtBpalueHne atak ARP Spoofing
- Makc. KonnyecTBo 3anucen: 64
* L3 Control Packet Filtering
* Unicast Reverse Path Forwarding (URPF)
* CermeHTauus Tpacuka
* SSL
- Moppepxka TLS 1.0/1.1/1.2
- Moppepxka goctyna IPv4/IPv6
* SSH
- Moppepxka SSH v2
- Moppepxka goctyna IPv4/IPv6
* MNpepoTBpalleHve atak BPDU
* MpepoTtBpalleHne atak DoS
* dunbtpauus NetBIOS/NetBEUI
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DGS-3630-28TC

YnpaBnsieMbi CTeKUpyeMbi KOMMyTaTop 3 YPOBHA ¢ 20 nopTamMm
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP u 4

noptamun 10GBase-X SFP+

AAA * AyTeHTudukaums 802.1X: * YnpaeneHve goctynom Ha ocHoBe MAC-agpecoB (MAC):
- YnpaBneHve AOCTYNOM Ha OCHOBe nopTa/yana - YnpaBneHue [OCTYNnoM Ha ocHoBe nopTal/y3na
- Hasnavenune nonutukn ldentity-driven - Hasnauenue nonutuku ldentity-driven
- OnHamnyeckoe HasHayeHne VLAN - uHamnyeckoe HasHayeHne VLAN
- YnpaBneHvie Nonocomn nponyckaHusi - YnpaBneHve nornocomn nponyckaHusi
- Hasnavenune ACL - Hasnauvenune ACL
* YnpaeneHue goctynom Ha ocHose Web (WAC): * Guest VLAN
- YnpaBneHne JOCTYyNOM Ha OCHOBe nopTal/yana * Microsoft® NAP
- HasnayeHune nonutuku ldentity-driven - Mopaepxka 802.1X NAP
- AnHamnyeckoe HasHaveHne VLAN - Noppepxxka DHCP NAP
- YnpaBneHue nosocoi nponyckaHus * YpoBeHb npusunernin 4na Aoctyna K ynpasrieHuto
- HasHayeHne ACL * AyTeHTUdMKaLMs Ha ocHoBe RADIUS n TACACS+
- NMopnepxka poctyna IPv4/IPv6 * Authentication Database Failover
- NMoapepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * [unarHocTtuka kabens * Y.1731 OAM
* 802.3ah Ethernet Link OAM * ®yHKUMSA LMEPOBOro KOHTPOINS NapamMeTpoB
* D-Link Unidirectional Link Detection (DULD) npounssoauTensHocTU TpaHcueepa DDM (Digital Diagnosics
* Dying Gasp Monitoring)
* 802.1ag Connectivity Fault Management (CFM)
Ynpasnexue * NTP v3/v4 * LLDP/LLDP-MED

* Precision Time Protocol (PTP)
* Web-uHtepdernc
- MNoppepxka poctyna IPv4/IPv6
- MNoppepxka SSL (HTTPS)
* WNHtepdpeiic komangHom ctpokm (CLI)
* Telnet-cepsep ans goctyna IPv4/IPv6
* Telnet-knueHT ansa IPv4/IPv6
* SNMP
- Noppepxka v1/v2c/v3
- MNoppepxka poctyna IPv4/IPv6
* SNMP Trap
* TFTP-knueHT ans IPv4/IPv6
* FTP-knueHT ans IPv4/IPv6
* IPv4 SFTP-cepBep
* RCP
* CucTeMHbIN XXypHan ans cepeepa IPv4/IPv6
* SMTP
* RMON v1
- Moppepxka 1, 2, 3, 9 rpynn
* RMON v2
- MNoppepxka rpynnbl ProbeConfig
* XypHanupoBaHue BBOAUMbIX KOMaHZ

D-Link Discover Protocol (DDP)

DHCP Client option 12

DHCP Auto-configuration

DHCP Auto-image

DHCP Relay option 60/61/62/18/37/82/125
DHCP/DHCPV6 Local Relay

DHCP-cepsep

- Noppepxka HasHadyeHust agpeca IPv4/IPve
DHCPv6 Prefix Delegation (PD)
Mopaepxka Heckonbkux Bepcuii MO / Mogaepxka HECKONbKNX
BEPCUIN KOHUrypaunm

DNS Relay ans IPv4/IPv6

DNS-knueHT ans IPv4/IPve

* KomaHnabl otnagku

BoccraHoBneHnne napons

LLincdposaHme napons

* Ping/Traceroute gns IPv4/IPv6

Microsoft® Network Load Balancing (NLB)

* Switch Resource Management (SRM)
sFlow

* D-Link License Management System (DLMS)
PD Alive

®dyHkuun Enhanced Image (El)

VLAN

* Super VLAN

MapwpyTtunsaums 3
YPOBHSI

* BFD (Bidirectional Forwarding Detection)
- OSPF
* BGP
- BGP v4/v4+
- 4dbytes AS
- Text/MD5 ans BGP v4
* VRF-Lite
- Ctatuyeckasi MmapLupyTtusaums 1Pv4
- RIP v1iv2
- OSPF v2
- BGP v4

OSPF v2/v3

- Makc. konuyectBso OSPF areas: 16

- Stub area

- NSSA area ans OSPF v2

- MaccuBHbIV HTEpderic

- Text/MD5 Authentication ana OSPF v2
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MHoroagpecHas
pacchblifika 3 ypoBHs

®yHkumm MPLS Image

* IGMP v1/iv2/v3 * PIM-DM/SM/SSM/SDM

* MLD v1/v2 * SSM Mapping ans IPv4/IPv6

* IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
* DVMRP v3

CraHgapThl

MapuwpyTtusaums 3 * 1S-IS va/lve

YPOBHSI

MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTokonbHble pacwmpeHust anss BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)
* Virtual Private LAN Service (VPLS) * LSP/VCCV/IMPLS Ping/Traceroute

CraHpapTel MIB/IETF

RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578 MIB Structure

* RFC 1212 Concise MIB Definitions

* RFC 1213 MIBII

* RFC 1215 MIB Traps Convention

* RFC 1493, RFC 4188 Bridge MIB

* RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574, RFC 2575, RFC 2576 SNMP MIB

* RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904, RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578, RFC 3418,
RFC 3636 SNMPv2 MIB

* RFC 271, RFC 1757, RFC 2819 RMON MIB

* RFC 2021 RMONv2 MIB

* RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665, RFC 3635 Ether-like MIB

* RFC 2668 802.3 MAU MIB

* RFC 2674, RFC 4363 802.1p MIB

* Interface Group MIB

* RFC 2618 RADIUS Authentication Client MIB

* RFC 4022 MIB for TCP

* RFC 4113 MIB for UDP

* RFC 2620 RADIUS Accounting Client MIB

* RFC 2925 Ping & TRACEROUTE MIB

* TFTP uploads and downloads (D-Link MIB)

* Trap MIB (D-Link MIB)

* RFC 4293 IPv6 MIB

* RFC 4293 ICMPv6 MIB

* Entity MIB

* RIPv2 MIB

* OSPF MIB

* IPv4 Multicast Routing MIB

* PIM MIB for IPv4

* IP Forwarding Table MIB

* RFC 4884 Extended ICMP to support Multi-Part Messages

* RFC 4293 IPv6 SNMP Mgmt Interface MIB

* DDM MIB (D-Link MIB)

* Private MIB

* MIB for D-Link Zone Defense

* DDP MIB

* LLDP-MED MIB

* RFC 791 1P

* RFC 768 UDP

* RFC 793 TCP

* RFC 792 ICMPv4

* RFC 2463, RFC 4443 ICMPVv6

* RFC 826 ARP

* RFC 1338, RFC 1519 CIDR

* RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in the IPv4 and IPv6 Headers
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YnpaBnsieMbi CTeKUpyeMbi KOMMyTaTop 3 YPOBHA ¢ 20 nopTamMm
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP u 4
noptamun 10GBase-X SFP+

Pasmepsl ([ x LW x B)

dusnyeckre napameTpbl

* RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC 3580, RFC 3748 Extensible Authentication Protocol (EAP)
* RFC 2571 SNMP Framework

* RFC 2572 SNMP Message Processing and Dispatching

* RFC 2573 SNMP Applications

* RFC 2574 User-based Security Model for SNMPv3

* RFC 1981 Path MTU Discovery for IPv6

* RFC 2460 IPv6

* RFC 2461, RFC 4861 Neighbor Discovery for IPv6

* RFC 2462, RFC 4862 IPv6 Stateless Address Auto-configuration

* RFC 2464 IPv6 over Ethernet and definition

* RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’ Technology
* RFC 3513, RFC 4291 IPv6 Addressing Architecture

* RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

* RFC 3484 Default Address Selection for Internet Protocol version 6

* RFC 3621 Power Ethernet MIB

* 441 x 259,8 x 44 Mmm

Bec

M

MNutaHne Ha Bxoge

cnoBu4a aKcniyataum

* 3,74 xr

* Ot 100 go 240 B nepemeHHoro Toka, 50/60 'y,

MOLLHOCTb B pexume
oXuaaHus

Makc. notpebnsemas * 42,4 Bt
MOLLHOCTb
Motpebnsemas * 28,1Bt

TennoBblgenexne

* 144,58 BTE/vac

MTBF (4acbl)

* 300 190,46

YpoBeHb wyma

* TNpwn BbICOKOW CKOPOCTM BeHTUNATopa: 52,7 b
* MNpwn HU3KoM ckopocTw BeHTUNsTopa: 45,3 ob

3alumTa oT cTaTuyeckoro
3neKkTpu4ecTBa

* MNoppepkka 3alwuTbl OT CTAaTUYECKOro 3NEKTPUYECTBa Ha MeHbIX nopTtax (ctaHgapT IEC61000-4-5)

Cuctema BeHTUNALMN

* 2 BeHTUnsATOpa®

Temnepatypa

* Pabouyas: ot -5 0o 50 °C * XpaHeHus: o1 -40 go 70 °C

BnaxHocTb

* TMpwu akcnnyataumu: oT 10% o 95% 6e3 koHaeHcaTa * [Mpu xpaHeHun: ot 5% o 95% 6e3 koHaeHcaTa
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KomMmnnekT noctaekmu

* Kabenb nutaHus

4 PE3NHOBbIE HOXKU

* KommyTtaTtop DGS-3630-28TC

dukcaTop Ans kabens nuTaHus

* KoHconbHebIn kabenb (c pasbemamu RJ-45 n RS-232)

* KoHconbHbI kabenb (¢ pasbemamu USB 1 Mini-USB)

2 KpenexHbIX KpOHLITEVHa ANS YCTaHOBKN B 19-0101MMOBYIO CTOMKY
* KomnnekT ans MoHTaxa

KpaTkoe pykOBOACTBO MO yCTaHOBKE

noptamun 10GBase-X SFP+

Modernb

Mpouee

BesonacHocTb * cUL * CCC
* CB * BSMI
* CE

EMI/EMC * CE * VCCI
* FCC Class A * BSMI
* C-Tick * CCC

MHdopmauusa gnsa 3akasa

OnucaHue

DGS-3630-28TC/*SI

Ynpaensiemblii cTekupyemblii kommyTtaTop 3 ypoHsi ¢ 20 noptamu 10/100/1000Base-T, 4 kombo-noptamm 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ u nporpammHbiM o6ecneyeHnem Standard Image (SI)8

DGS-3630-28TC/*MI

DGS-3630-28TC-SE-LIC

[ononHuTenbHble NULEeH3UM 0OHOBMNEHNS

Ynpaensiemblii cTekupyembiii kommyTtaTop 3 ypoHsi ¢ 20 noptamu 10/100/1000Base-T, 4 kombo-noptamm 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ u nporpammHbiM ob6ecniedernem MPLS Image (MI)8

JIMueH3ust Ha obHoBNeHNe nporpammHoro obecneyenus ¢ Standard Image (Sl) Ha Enhanced Image (El) ans kommytatopa DGS-
3630-28TC

DGS-3630-28TC-EM-LIC

JlvueHsnsa Ha obHoBneHne nporpammHoro obecneyenns ¢ Enhanced Image (El) Ha MPLS Image (MI) ansa kommyTtatopa DGS-3630-
28TC

DGS-3630-28TC-SM-LIC

DV-700-N25-LIC

[JononHuTensHoe nporpaMmHoe oGecrneyeHne

JlnueHsuns Ha obHoBNeHKe nporpammHoro obecneyeHns ¢ Standard Image (Sl) Ha MPLS Image (MI) anst kommytaTtopa DGS-3630-
28TC

D-View 7 ¢ nuueHsunen Ha 25 y3nos

DV-700-N50-LIC

D-View 7 ¢ nuueHsunen Ha 50 y3nos

DV-700-N100-LIC

D-View 7 ¢ nuueHsunen Ha 100 ysnos

DV-700-N250-LIC

D-View 7 ¢ nuueHsnen Ha 250 y3nos

DV-700-N500-LIC

D-View 7 ¢ nuueHsnen Ha 500 y3nos

DV-700-N1000-LIC

D-View 7 ¢ nuueHsunen Ha 1000 y3nos

DV-700-P5-LIC

D-View 7 ¢ 5 nuueH3nammn ans NpoMexyTOovHbIX CepBepoB

DV-700-P10-LIC

D-View 7 ¢ 10 nuueH3namu Ans npoMexyToYHbIX CEpBEPOB

DV-700-P25-LIC

D-View 7 ¢ 25 nuueH3namm ans npoMexyToYHbIX CEpBEPOB

DV-700-P50-LIC

D-View 7 ¢ 50 nuueH3nsaMu 4ns NpoMeXyTO4YHbIX cepBepoB

DV-700-P100-LIC

D-View 7 co 100 nuueH3namu ansi NpoMeXyTOYHbIX CEPBEPOB
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[ononHutenbHble SFP+ TpaHcMBeEpbI

DEM-431XT TpaHcuBep SFP+ ¢ 1 noptom 10GBase-SR ans MHoromogoBoro onTudeckoro kabens (go 300 m)
DEM-432XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-LR gns ogHomogoBoro ontuyeckoro kabens (ao 10 km)
DEM-433XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-ER gnsi ogHomogoBoro ontudeckoro kabens (4o 40 km)
DEM-434XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-ZR anst ogHoMogoBoro ontuiyeckoro kabens (4o 80 km)

DEM-436XT-BXD

WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 Hm, Rx: 1270 HM) ans ogHoMogoBoro onTtuyeckoro kabens (4o 40 km)

DEM-436XT-BXU

WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) Ans ogHoMogoBoro onTtuyeckoro kabens (o 40 km)

HononHutensHble SFP-TpaHcusepsl

DGS-712 SFP-tpaHcmBep ¢ 1 noptom 1000Base-T (go 100 m)

DEM-210 SFP-TpaHcuBep ¢ 1 noptom 100Base-FX Anst o4HOMOAOBOroO onTu4eckoro kabens (go 15 km)

DEM-302S-LX SFP-tpaHcuBep ¢ 1 noptom 1000Base-LX onst ogHoMoA0BOro onTuyeckoro kabens (8o 2 km)

DEM-310GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-LX anst ogHomogoBoro onTuyeckoro kabens (4o 10 km)

DEM-311GT SFP-tpaHcusep ¢ 1 noptom 1000Base-SX ansi MHOroMofoBoro ontuyeckoro kabens (4o 550 m)

DEM-312GT2 SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX+ ansi MHOroMO4OBOroO ONTUYECKOro kabensi (4o 2 km)

DEM-314GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-LHX ans ogHomogoBoro ontuyeckoro kabens (4o 50 km)

DEM-315GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-ZX ans ogHoMoaoBoro ontuyeckoro kabens (go 80 km)

DEM-220T WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans 0o4AHOMOAOBOrO onTudeckoro kabens (ao 20 km)
DEM-220R WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-U (Tx:1310 HM, Rx:1550 HM) Ans oAHOMOAOBOro onTudeckoro kabens (ao 20 km)

DEM-302S-BXD

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Anst 0o4HOMOAOBOrO ONTUYECKOro kabensi (4o 2 k)

DEM-302S-BXU

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Anst oqgHOMOZAOBOrO ONTMYECKOro kabensi (4o 2 km)

DEM-330T WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHOMOAOBOrO onTuyeckoro kabens (ao 10 km)
DEM-330R WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHOMOAOBOro ontuyeckoro kabens (go 10 km)
DEM-331T WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHOMOAOBOro ontuyeckoro kabens (8o 40 km)
DEM-331R WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHOMOAOBOrO onTuyeckoro kabens (8o 40 kv)

DEM-331T/20KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans oAHOMOAOBOrO onTuyeckoro kabens (ao 20 km)

DEM-331R/20KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Ans ogHOMOA0BOro ontuyeckoro kabens (8o 20 km)

[ononHutenbHble kabenn 10G SFP+

DEM-CB100S MaccuBHbIN kabenb 10GBase-X SFP+ anuHoi 1 M Anst NpSMOro NoAKoveHus
DEM-CB300S MaccuBHbIV Kabenb 10GBase-X SFP+ anuHon 3 M AN NpsiMoro NOAKMOYeHUs
DEM-CB700S MaccuBHbIV kKabenb 10GBase-X SFP+ gnvHon 7 M AN NpsiMoro NOAKIMOYeHUs
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PeaepBH bleé ICTOYHUKN NUTaHUA

DPS-500A

Pe3epBHbIN UCTOYHWK NUTaHMS anst kommyTtaTopos (140 BT)

DPS-500DC/B

Pe3epBHbI cTouHuk nutanmsa DC ansa kommytaTtopos (140 BT)

1 O6HoeneHue npoepammHozo obecrieyeHusi ¢ Standard Image (SI) Ha Enhanced Image (El) dn1si kommymamopa DGS-3630-28TC ocywecmesnsiemcsi ¢ MoMOWbH0 TUYEH3UU
DGS-3630-28TC-SE-LIC.

2 O6HoereHuUe npoepamMmHo20 obecneveHus ¢ Standard Image (SI) Ha MPLS Image (MI) dns kommymamopa DGS-3630-28TC ocyuwiecmensiemcs ¢ MoMowbio suueHauu DGS-
3630-28TC-SM-LIC, ¢ Enhanced Image (El) Ha MPLS Image (Ml) - ¢ nomowbto nuyeH3uu DGS-3630-28TC-EM-LIC.

3 B cmek Moa2ym 6bimb 06be0UHeHb! mosibko kommymamopb! DGS-3630 ¢ o0uHakoebiM npoepamMmHbIM obecriedeHueM. Hanpumep, kommymamopsi cepuu DGS-3630 ¢
npozpamMmHbIM obecriedeHuem S| Moeym 6bimb 06beAUHEHbI 8 cmeK MorbKo ¢ KoMMmymamopamu DGS-3630 ¢ npoepammHbiM obecrieyeHuem Sl.

4 [locmynHo & eepcuu npozpamMmHo2o obecreyerus R2.10.

5 Mo ymonyaHuto ycmaHoerneHa Hu3kasi ckopocms eeHmusnsimopa. lMpu memnepamype ebiwe 36 T ckopocmb 8eHMusimopa yeenuqugaemcsi U ocmaemcsi 8bicokoli 00
rnoHuxeHust memnepamypbl 0o 33 T.

8 He exodum & KoMIeKm nocmasKu.

7 [laHHbIEe OCHOBaHbI Ha MaKCUMallbHbIX 3HauyeHuUsIX nokazamenel ¢yHkyuu Switch Resource Management (SRM).

8 Kaberib Onsi cmekupogaHusi u eHewHul USB-Hocumerib He 8x00sim 6 KOMIMIeKm rnocmasku.

O6HoBneHo 25/01/2018
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Xapakmepucmuku mo2ym bbimb uUsMeHeHbl 6e3 yeedoMIeHUs.
D-Link siensiemcs 3apeaucmpuposaHHoli mopzosgoli mapkol D-Link Corporation/D-Link System Inc.
Bce dpyaue mopzosbie MapKu s187150mMcsi coObCMeeHHOCMbIO UX enaderibues.




